Iowa Finance Authority

INVESTING IN HOME AND COMMUNITY

100 E. Grand Ave., Suite 250 - Des Moines, IA 50309
Phone (515)242-0259 Toll Free 877-428-0634 Fax (515)242-0217

MANAGEMENT BULLETIN #022

TO: Owners/Agents of IFA Section 8 Properties
FROM: Roger Brown, Director, Section 8 Contract Administration
DATE: 4 August 2006

SUBJECT:  EIV (Enterprise Income Verification) System for Multifamily
Housing Program Users

Currently, HUD makes income verification from Social Security and
Supplemental Security Income benefit information available to owners/agents
through TASS (Tenant Assessment Subsystem). This will change effective
September 22, 2006. In the meantime, TASS will be in a transitional status.
Effective September 25, 2006, it is intended that the EIV will be made available
to owners/agents. EIV will include such data as new hires (W-4), wage, and
unemployment insurance claim information, in addition to the SS/SSI benefit
information.

EIV displays wage and benefit information from:

Social Security Administration (SSA)

e Monthly SS and SSI benefits
Department of Health & Human Services National Directory of New Hires
database

e Monthly employer new hires (W-4) information

e Quarterly wages for federal and non-federal employees

e Quarterly unemployment compensation

The purpose of HUD’s EIV system is make integrated income data available from
one source, via the internet, for owners/agents, PHAS, and state agencies acting as
Contract Administrators (CAS) to use to improve income verification during
mandatory tenant certifications and recertifications.

It is HUD’s expectation that the EIV system will be instrumental in reducing
income and rent determination errors and improper payments due to unreported
and underreported family household income. Owners/agents are expected to use
the data in EIV when available to help HUD reduce errors in subsidy payments.



Effective July 17, 2006, the instructions for accessing the EIV system became
available. The Headquarters (HQ) Multifamily EIV Team has been temporarily
set up to assign access authorization rights to EIV Coordinators. If you are
applying for the EIV Coordinator rights, you must complete the Coordinator
Access Authorization form. If you are applying for EIV User access
authorization rights, you must complete the User Access Authorization form.

Attached to this Bulletin is a copy of the following:
1) Owner/ Agent EIV implementation notice
2) EIV Instruction document
3) Coordinator Access Authorization Form
4) User Access Authorization Form.

EIV information, along with the Coordinator Access Authorization form and the
EIV User Assess form is available on the HUD website located at
http://www.hud.gov/offices/hsg/mfh/rhiip/eiv/eivhome.cfm and also may be
found on the IFA website located at

http://www.ifahome.com/partner_section8 _magmtBulletins.asp.

Please contact your IFA Asset Specialist or your HUD Project Manager with any
questions relating to this notice.



c‘%. DEPARTMENT OF HOUSING AND URBAN DEVELOPMENT
5 WASHINGTON, DC 20410-8000

ASSISTANT SECRETARY FOR HOUSING-
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Dear Owners and Management Agents:

The Office of Housing is pleased to inform you that, as of July 17, 2006, you may obtain
access authorization rights to the Enterprise Income Verification (EIV) system. Complete
instructions as well as other pertinent information can be found on the Office of Housing's new
Enterprise Income Verification (EIV) System for Multifamily Housing Program Users website at:
http://www.hud.gov/offices/hsg/mfh/rhiip/eiv/eivhome.cfm

We encourage you to gain access authorization rights as soon as possible and incorporate
the use of the EIV system into your day-to-day operations. The Department considers the EIV
system an integral component in the Rental Housing Integrity Improvement Project (RHIIP)
initiative to reduce errors and improper payments in the administration of its public and assisted
housing programs. The full implementation of the EIV system will increase the accuracy of rent
and income determinations, thereby better ensuring that the right benefits go to the right persons.

Through the secure web-based EIV system, you may obtain social security (SS) and
supplemental security income (SSI) benefit information to help verify tenant-reported income that
heretofore had only been available through the Tenant Assessment Subsystem (TASS). TASS is
scheduled to be eliminated on September 22, 2006. If you have been using TASS for income
verification you must get access authorization rights to EIV before September 22, 2006; otherwise,
after that date, you will be able to obtain SS and SSI information only through EIV. It is also
expected that you will eventually be able to obtain the Department of Health and Human Services’
(HHS?) National Directory of New Hires (NDNH) data through EIV, which will provide family
new hire, wage, and unemployment insurance benefit data.

EIV data, including SS, SSI, new hires, wage, and unemployment compensation
information must only be used for income verification for existing tenants and must not be disclosed
in any way that would violate the privacy of the individuals represented in the system. Therefore, it

is imperative that you continue to implement measures for safeguarding sensitive tenant
information.

We hope that you share our excitement about this new system for multifamily housing
program users, as we are committed to sharing information efficiently and expeditiously.

Sincerely,

'm A’@QLW

illie Spearmo

Director

Office of Housing Assistance and
Grant Administration

www.hud.gov espanol.hud.gov
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Section l. Accessing the Enterprise Income Verification (EIV) System

In order to access the EIV system, you must have a Web Access Subsystem
(WASS) User ID: HUD ID (H-ID), Contractor ID (C-ID), or External User ID (M-ID). See
Section Il. Obtaining a Web Access Subsystem User ID for instructions. HUD will
validate the WASS ID and review your application for access to EIV data to ensure you
have the authority to view sensitive tenant income data. If you are applying for EIV
Coordinator access authorization rights, you must complete the Coordinator Access
Authorization Form. If you are applying for EIV User access authorization rights, you
must complete the User Access Authorization Form. HUD approves access to the EIV
system based upon review of these forms. Both forms include Rules of Behavior and a
User Agreement signature page and can be found at Multifamily Housing’s EIV website
at: http://www.hud.gov/offices/hsg/mfh/rhiip/eiv/eivhome.cfm.

Owners and management agents (O/As) of multifamily housing properties and
Contract Administrators (CAs) under contract with HUD may apply for EIV Coordinator
access authorization rights. Owners determine who will be EIV Coordinators. This may
include management agents and other support staff. Authorized CA officials determine
who on their staff will be EIV Coordinators. However, in both cases, in order to be an EIV
Coordinator, as designated by the Owner or CA official, you must have a Coordinator
role in WASS (See Section lll. Obtaining EIV Coordinator Role for Contract(s) or
Property(ies))

If you are applying as an EIV Coordinator, and you are operating a multifamily
housing property, the property Owner must send the Coordinator Access Authorization
Form that is completed and signed by you (the EIV Coordinator Applicant) and signed by
the Owner to the HQ Multifamily EIV Team for assignment of EIV Coordinator access
authorization rights. If you are applying as an EIV Coordinator, and you are a Contract
Administrator, the Authorized CA official must send the Coordinator Access
Authorization Form that is completed and signed by you (the EIV Coordinator Applicant)
and signed by the Authorized CA official to the HQ Multifamily EIV Team for assignment
of EIV Coordinator access authorization rights.

EIV Coordinators determine who will be EIV Users. If you are applying as an EIV
User, you (the EIV User Applicant) must complete the User Access Authorization Form,
which must be signed by you (the EIV User Applicant) and the EIV Coordinator, who will
assign you EIV User access authorization rights.

Both the Coordinator Access Authorization Form and the User Access Authorization
Form must be maintained at the property and may be subject to review by HUD during
an annual Management and Occupancy Review (MOR) or audit. However, if you are a
CA EIV User, the form must be maintained in your office.



This document is divided into four sections and explains: 1) how to access the EIV
system, 2) how to obtain a WASS ID, 3) how to obtain EIV Coordinator role for
contracts(s) or a property, which includes how to go about getting EIV Coordinator
access authorization rights, as well as how to set up EIV User roles for multifamily
housing program users and 4) how to obtain EIV User role for contract(s) or a property.

The following table identifies external EIV system users, ID types, and roles for each

user type.

SYSTEM USERS

ID TYPES

ROLE

Coordinator

M-ID

Perform the User Certification function for certain Business
Partner users under their jurisdiction.

Perform the User Certification Report function for all the
Business Partner users under their jurisdiction.

Perform the User Maintenance function for all the Business
Partner users under their jurisdiction.

View the wage and benefit history and income discrepancy
reports for the contracts and projects assigned in WASS (if
the Coordinator is also a user).

User

C-ID; M-ID

View the wage and benefit history and income discrepancy
reports for the contracts and projects assigned in WASS.

Section Il. Obtaining A Web Access Subsystem (WASS) User ID

If you are not registered in WASS, you need to go through that process before you
can apply for access to the EIV system. If you are applying as an EIV Coordinator, pay
particular attention to Section Ill. Obtaining EIV Coordinator Role for Contract(s) or
Property(ies) of this document.

Users who lack HUD WASS IDs or WASS Users Who Need WASS Coordinator

Rights

If you lack a WASS ID, or if you have a WASS User ID, but need to register for a WASS
Coordinator role (see Section lll. Obtaining EIV Coordinator Role for Contract(s) or
Property(ies)), follow these instructions:

Step 1: Go to: http://www.hud.gov/offices/reac/online/reasyst.cfm




Step 2: Under “Need access to HUD systems? Register below:”, click on “Online

Registration.”
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Step 3: The results will bring you to the “Need A User ID?” page:

http://www.hud.gov/offices/reac/online/online registration.cfm.

Step 4:

Click on “Multifamily Housing Entity”

2} Need a User ID? - HUD. - Microsoft Internet Explorer. E”E‘rg‘
Edit Help ar

@Back M | |ﬂ \g 7;\] /.T\JSearch ‘E‘_‘:(Favuntes {‘3 <~

File View  Favoribes  Tools

Address (4] http: e, hud. gov,offices reac forline/online_registration. cm v BJee ks ?
Homes & Click on Multifamily
C_O Tr?qun'_,tlﬁs Real Estate Assessment Center i HOUSIng Entlty
d Urban D
Need a User ID?
Real Estate
Assessment Center
About REAC Cormplete registration instructions 3 (3 Information by State
available, or go directly to the app riate

& Print version

=4 Email this to a friend

Online systems
Common questions

Multifamily Housing Entity
calendar

Public Housing Agency
Independent User
Reverse Auction Program (RAP) User

Industry user guides

rrvow

Contactus
HUD news
Homes

@ Back to Top

=

Communities Content updated April 7, 2006

wWorking with HUD

FOIA Privacy Web Policies and Important Links Home

Resources U.S. Departrnent of Housing and Urban Developrnent

& |||'|||~°", 451 Tth Street $.W., Washington, DC 20410
1l *!  Talephone: (202) 708-1112  TTv: [202] 708-1455
Tools g,.,ﬁl! Il |L_F Find the address of a HUD office near you
o

webcasts

I

% Local intranet

&

MNeed a User ID? - HU...




Step 5: This will bring you to the “Secure System Registration” page:
https://www11.hud.gov/public/wass/public/participant/partreq page.isp

Step 6: Complete the secure systems registration application.

Step 7: After filling in the application click on the “Send Application” button. The
request for WASS Coordinator or WASS User status will be processed in WASS and
then will be sent to your organization for approval.

ﬂ Secure Systems Registration
E

Secure Systems ) ) )
MULTIFAMILY Coordinator and User Registration

To apply for a System Coordinator ID, check the "Coordmator” radio button, il out the form below,

and click Send Application when you are through. Upon verification of the information below, an ID will
be assigned and mailed to the CEO of the HUUD-registered entity specified below. The password will not
be disclosed, so make sure you remember it!l]

To apply for a regular User ID, check the "Tser” radio button, fill sut the form below and click Send

Application when you are through. Upon verification of the information below, a user ID will be
assigned, and the Systerm Coordinator of the HUUD-registered entity specified below will retrieve the user
ID. The password will not be disclosed, so malkee sure vou remember it!!!

And remember:
Warning! Misuse of Federal Iybrmation of this Web site falls wnder the provisions of Title 18, Unifed States Code,
section 1070 This law specifies penalfies for exceeding authorized access, alferation, damage or desfrucfion af

Information residing on Federal Computers

application Type [coordinater & ser O

First Name:
Middle Initial:
Last Name:

Social Security Number:

Drganization Information:

Provide the name of the HUD-registered Organization or Individual you represent
Provide the Tax Identification Number or Social Security Number of the HUD-registered
Drganization or Individual you represent. Do not enter dashes.

Specify whether the HUD-registered entity you represent is an Drganization or an Individual

Drganization/Individual Name::

INJSSN:

Drganization O 1ndividual O

Provide your e-mail address.

+ Inchude your e-mail user name, the @ sign and [servicename. comfeduorg/netiete | For example

jsmithi@aol.com, johndoei@adv.org, MdbS4a@prodigy.com.

E-mail Address:

Choose a Password.

o Tou will enter vour password each time you use this service. Your password should be 6
characters i length and should be comprised of letters and numbers (for exzample, brad83). Do
not use punctuation or special characters. Important ¥ our password will be recorded

EXMACTLY as you type i, so make a note f you enter m upper and lower case.
Click on Send

Password: Application

Re-enter Password for Yerification:

Mother's Maiden IName.
¢ Please provide this information for fiure verification when processing pas d reset requests.

Mother's Maiden Name:

[ Send Application [ Clear Fields ]
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If you need further guidance and information about applying for a WASS ID, contact the
Real Estate Assessment Center (REAC) Technical Assistance Center (TAC) team at 1-
888-245-4860.

Section lll. Obtaining EIV Coordinator Role for Contract(s) or Property(ies)

A. How to gain EIV Coordinator access authorization

If you are applying to be an EIV Coordinator, you MUST be a WASS Coordinator. If
you are not, you must go through that process FIRST before applying for EIV
Coordinator access authorization rights. If you previously registered as an ordinary
WASS user (any system), when you apply for a WASS Coordinator role, you will be
given a new ID in place of the old one, and consequently will lose your WASS rights to
other systems. You will have to re-acquire rights to the systems to which you had
access. See instructions under Section Il. Obtaining A Web Access Subsystem
(WASS) User ID of this document for acquiring WASS Coordinator rights.

Once you receive confirmation of your Coordinator role in WASS, you may apply for
EIV Coordinator access authorization rights by completing the Coordinator Access
Authorization Form, which must be signed by you (the EIV Coordinator Applicant) and
the Owner, and submit a copy with the signatures to the HQs Multifamily EIV Team in
PDF format or in a compressed picture format such as GIF or JPG by email at:
Mf_Eiv@hud.gov or by fax at: (202)708-3104. Any questions can be directed to
the HQs Multifamily EIV Team at (202)708-0120. (This is not a toll-free number.)The
HQs Multifamily EIV Team has been temporarily set up to assign access authorization
rights to EIV Coordinators. It is expected that the Multifamily Helpdesk will eventually
assume the role of assigning and re-assigning access rights to EIV. Please check
Multifamily Housing’s EIV website at:
http://www.hud.gov/offices/hsg/mfh/rhiip/eiv/eivhome.cfm regularly for updated instructions,
prior to submitting the forms.

The EIV Coordinator Access Authorization Form can be found at the new Enterprise
Income Verification (EIV) System for Multifamily Housing Program Users web page at:
http://www.hud.gov/offices/hsg/mfh/rhiip/eiv/eivhome.cfm. On the EIV System for
Multifamily Housing Program Users web page, click on the link to the “Coordinator
Access Authorization Form.”

Once EIV Coordinator access authorization rights have been assigned, your new
role as an EIV Coordinator will allow you to do any Coordinator action for those contracts
or properties for which the owner of the property or contract has previously granted
access to you. You will have roles, as specified in Section I. Accessing the EIV
System.

B. How to set up EIV User role for MF Housing Program users

Before starting this process, you (the EIV Coordinator) should make sure that the
applicant EIV User has read and understands the EIV Rules of Behavior that is part of
the EIV User Access Authorization Form. The copy of the form signed by the User and
the Coordinator must be maintained onsite for review during an MOR or audit except if
the User is a CA staff person, it must be maintained in the User’s office.



Assigning EIV access authorization rights to MF housing program users is a two-part
process. First, you must assign EIV User roles to the HUD Business Partner Multifamily
Housing Program users; and second, you must perform the contract assignment to
them. The assignment of EIV user roles and contract assignments are discussed below.

Part 1. Assign EIV User roles to the Users

Step 1: Log into WASS via HUD’s Online Systems page at:
http://www.hud.gov/offices/reac/online/reasyst.cfm

Step 2: Click on “Log In Here”

2 Online Systems - HUD - Microsoft Internet Explorer

Fil=  Edit Wiew Favorites Tools  Help

Qe - @ - [=] [2] (0 D seach Sipravones £2)

Homes &. =
Communities

En espaiiol | Text onl Search findex
Real Estate Assessment Center P 1 ¥ | F

Online Systems

Real Estate

Assessment Center
About REAC

Online systems
Common questions
calendar

Industry user guides

PIH-REAC pg
(03/24/06)

Al systems will be unavailable frem Spm ET Friday
april 7, 2006 until Farn ET Mondsy April 10, 2006

for schadulad maintenance. We apologize for any
inconvenience,

C3¥ Information by State
&L Print version
=G Email this to a friend

Existing users log in below

Click on Log In
| Here to get into
WASS

*Friday July 14, 2006 - 8prn Eastern Time

» Log In Here
#Friday Septermber 22, 2006 - 8prm Eastarn Tirme

Tachnical support

Need to accass HUD
Contact us .

RASS 6/20/06 Update Register belo
HUD news

HUD's Hurricane Katrina resource page » Online Reqistration
Homes » PassWord Reset

Operations not
Communities submitted by the E.D. will be REJECTED, Note: Password resat will require you
A A to provide exact information from
working with HUD Increased Security: ©
PIH-REAC ns are only using a
browser supporting 128 Bit =ncryption and SSL3.
More...

your original registration.

Resources

Tools
Webcasts
Mailing lists
Contact us

Business Related Activities

Helpful Tools
On-line Registration
Duick Tips for Registration
Technical FAQs

Password Instuctions
Secure Systerns Passwords

PASS Users:
Several users are receiving an error message
when attempting to dewnload inspection reports,
The message states, "There was an aror apening
this dacurnent. The file is damaged and could not
be repaired.” This issue appears to occur
randomly in the systermn, Please contact the PTIH-

% Local intranet

r
ns - HUD. .. &L 901 AM

Favorites  Tocks  Help

EIER:

) hitpsitwebt.hud.qov: 12205 _puthAgents]sGRy ZIS3cDAyCTowaWhFZGYZX 2V 4di——1pih_dev_sxtiReqURL-https:/jwe v | 3 Go @ snsalt 1=
Google~ [ ||[Cl search 3@ Sinopopups | ] autoril [ options

Enter User ID and password and
click Login

User Login

mail | help | =<arch | home

Secure Systems
Single Sign On

User ID |Mo0404

Cancel

ATTENTION: This computer system, and all the systems associated with this system for User Authorization and Authentication, are protected by
a computer security system; unauthorized access to these systems is not permitted; and usage may be monitored.
NOTE: There is an inactivity imeout of 30 minutes. Please save your work periodically to aveid being logged out

Content updatad August 26, 2005

=Y U.S. Department of Housing and Urban Developmant Home | Privacy
451 7th Strast 5.W., washington, DC 20410 Statement

Talaphona: (202) 7081112 TTv: (202) 708-1455

&] Done 2 %J Local inkranet




After logging into WASS, you (the EIV Coordinator) will come to the Main Menu screen.

Main Menu

me First Svste ms
system + Active Partners Performance System (AFPS)
. t + Financial Assessment Submission - PHA (FASPHA)
Assianment Maintenance ¢ Financial Assessment Subsystem - Multifamily Housng (FASS)
+ Lender Assessment Subsystem (LASE)
+ Entra Coondinators Report + Line of Credit Control System (L OCCS)
* Monthly Activity Report ¢ Mark-to-Market (M2M)
. mz"—e"t * Management Assessment Subsystem (WMASS)
. %ﬁ%ﬂm + DMultifarly Delinquency and Default Bepetting Systern (MDDE)
P + MMultfarnily Insurance Claims Systern MMFCS)
. %ﬂnam + Public Housing Assessment System: Scores and Status (NASE)
« TAC Report * Physical Assessment Subsystem (PAZS)
* Terminate Inactive Users * Quality Assurance Subsystern (QASS)
* User Activity Report + Besident Assesoment Subsystem (RASS)

* User Maintenance

+ Real Estate Management Systern (BEMS)

Step 4: On the navigation panel to the left, under System Administration, click on “User
Maintenance.”

P 8 Main Menu
I

Secure Systems
Systems
system + _Active Partners Performance System (APPE)
IE TP ¢ Financial Assessment Submission - PHA (FASTHA)

¢ Fmancial Assessment Subsystemn - Multifamily Housing (FASS

¢ Lender Assessment Subsystem (LASE)

e tors Report ¢ Line of Credit Control Systerm ((LOCCE)

* Monthly Activity Report ¢ Mark-to-Market (M)

. mx"ﬂ ¢ Nanagement Assessment Subsystemn (MASE)

. :"—::ﬁfa:\c%i‘lw ¢ Multifarnily Delincuency and Default Reporting Systemn (WDDR)

o Multifarnily Tnsurance Clains Systern (WMEFCS

+ Public Housing Assessment System: Scores and Status (TTASS)
¢ Physical Assessment Subsysterm (PASS)

¢ Ouality Assurance Subsystem (QASS)

+ Resdent Assessment Subsystem (BAZE)

¢ Real Estate Management Systern (REMS)

Report
+ RAP Orqanization
Assignment Maintenance

* TAC Report

¢ Terminate Inactive Users

The results will bring you to the User Maintenance screen.




Step 5: Enter the User ID to Search for the User and Click on “Search for User”

Enter User ID and then click
Search for User
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The results will bring you to the Maintain User screen.

Step 6: Under Choose a Function, select the “Maintain User Profiles — Roles”
function.
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Step 7: Click “Submit.”
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Click Submit
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The results will bring you to the Assign/Unassign Roles for User screen.

Step 8: From the Assign/Unassign Roles for User screen, under EIV — Enterprise
Income Verification, select HSU — Non-HUD User” roles for the selected user and then
click “Assign/Unassign Roles”.
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The resulting page will provide the Assign/Unassign Confirmation of User action
performed from the previous screen.

Step 9: Click “Confirm”
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The resulting screen will show successful assignment/unassignment role(s) to user.
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Part 2. Perform the Contract Assignment to EIV Users

Step 1: On the navigation panel to the left, click on “Assistance Contract Assignment
Maintenance.”
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This will bring you to the Assistance Contract Assignment Maintenance screen.

Step 2: Enter the User ID and select from Property ID (or) Contract ID or CAID to which
the user needs to get the assignments and click on “Submit” button.
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The results will bring you to the Assign Contract screen.

Step 3: Select the Roles that are assigned to the user and the Contracts from the list
provided and click “Submit”. EIV Coordinators must assign to the EIV User Applicant
only those contracts listed on the User Access Authorization Form, under Part .
Access Authorization, D. Portfolio. To assign the entire list, highlight the first property
and hold down the shift key while scrolling down to the bottom. To assign some of the
properties in a list, hold down the Ctrol key while clicking on each property.
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The results will bring you to the Assign Assistance Contract Confirmation screen. The
confirmation of the assignment is displayed in the resulting screen, as shown below, and
describes the Contracts information to which the user with the specified role has been
assigned in WASS for EIV.

Step 4: Click “Confirm”
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The resulting screen will show successful assignment of assistance contracts to user.
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Section IV. Obtaining EIV User Role for Contract(s) or Property

To get EIV User access, you (the EIV User applicant) must complete the User
Access Authorization Form, which must be signed by you (the EIV User applicant) and
the EIV Coordinator, who may be the owner, the management agent or the Contract
Administrator, who will assign EIV User access to you. All EIV User Access
Authorization forms must be properly maintained on-site and may be subject to audit at
any time.

The EIV Users Access Authorization form can be found at the Enterprise Income
Verification (EIV) System for Multifamily Housing Program Users website at:
http://www.hud.gov/offices/hsg/mfh/rhiip/eiv/ieivhome.cfm On the EIV System for
Multifamily Housing Program Users web page, click on the link to the “User Access
Authorization Form.”

EIV Users will be able to view the wage and benefit history and income discrepancy
reports for the contract and projects assigned in WASS, as specified in Section I.
Accessing the EIV System.
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Enterprise Income Verification (EIV) System
Coordinator Access Authorization Form

94’\’ DE\JQ\‘ (Please Print or Type)

Date of Request:

PARTI. ACCESS AUTHORIZATION

* All required information must be provided in order to be granted EIV access authorization rights.

A. Authorized User Details

Name (last, first, and middle initial): WASS User ID (H-ID, C-ID, M-ID):
Position Title: Phone Number:
Email Address: Fax Number:

Type of work which involves use of upfront income verification (UIV) data that is contained in the EIV
system:

B. Site Location (Complete that which applies to you)

HUD FO Name (For PIH ONLY): FO Code: Address:
HUB/Program Center Name (For Region/Office Code: Address:
PIH Only):

TARC (For PIH Only): Region/Office Code: Address:
PHA Name: PHA Code: Address:
HUD Contractor Name/Firm: Contract Number: Address:
Company Name of Contract CAID: Address:
Administrator:




B. Site Location (Complete that which applies to you)

Name of Owner Multifamily Address:
Housing Property:

C. Type of Action Requested (check that which applies. Access is granted for no more than one year before
recertification is required.)

[ ] Add/Recertify Access [ ] Terminate Access [] Modify Access

Expiration date of current access:

D. Portfolio

Specify the project numbers and/or contract numbers to which access will be limited. Continue list on a separate sheet,
if necessary, or put “All”

Project Number Contract Number
1) 1)
2) 2)
3) 3)
4) 4)
5) 5)
6) 6)

PART Il. RULES OF BEHAVIOR

A. Introduction

The U.S. Department of Housing and Urban Development (HUD) is actively involved in
implementing and maintaining Departmental policies and procedures to keep its Systems secure
from unauthorized access and inappropriate use. In compliance with various security-related
Federal laws and regulations, HUD created these Rules of Behavior for the EIV system. This
document was created to ensure that EIV system users comply with HUD security policies. In
addition, this document ensures that system accounts remain secure and are used in the
appropriate manner.

HUD may grant limited system access to Coordinators who have a need to utilize the HUD
information resources. These include: HUD employees, HUD contractors, public housing
agencies (PHAs), private owner and management agent (O/A) staff, and contract administrators
(CAs). EIV resources are for official use only. As a condition of receiving access, you are
required to understand and abide by the HUD and EIV system security policies and procedures.
The purpose of these policies and procedures is to safeguard HUD’s valuable information
resources.

All EIV Coordinators must adhere to the Rules of Behavior outlined in this document. The rules
clearly delineate responsibilities of, and expectations for, all individuals with access to the EIV
system. Non-compliance with these rules will be disciplined through sanctions commensurate
with the level of infraction. This may include removal of system access for a specific period of
time or termination depending on the severity of the violation. See Section B for potential civil
and criminal penalties.
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B. Responsibilities

HUD as the System Owner is responsible for ensuring that an adequate level of protection is
afforded to the EIV system through an appropriate implementation of technical, operational, and
managerial security controls.

EIV system Coordinators are responsible for the protection of passwords, information,
equipment, systems, networks, and communication pathways to which they have access. All
HUD computer resources including hardware, software, programs, files, paper reports, and data
are the sole property of HUD.

C. Other Policies and Procedures

The Rules of Behavior do not replace existing HUD policies, rather they are intended to enhance
and further define the specific rules each user must follow while accessing the EIV system. The
rules are consistent with the policy and procedures described in the following security
documents:

HUD Security Program Policy. The policy, HUD Handbook 2400.25, Rev. 1 dated May 2005,
prescribes responsibilities, practices, and conditions that directly or indirectly promote security
in the development, operation, maintenance, and support of all HUD IT resources.

D. Application Rules

The Web Access Security System (WASS) user identification (User ID) and password issued to
you are to be used solely in connection with the performance of your responsibilities in support
of HUD’s mission and may not be used for personal or private gain. You agree to be responsible
for the confidentiality of the assigned information and accountable for all activity with your User
ID. Furthermore, you agree that you will not provide this confidential User ID/password to
another user during employment and upon leaving the Department. Additional rules of the EIV
system are as follows:

System Access (on-site only) — Users are required to use only approved HUD software,
software settings, and comply with vendor software license agreements. Users are allowed to
access the system only using the mechanisms specified by HUD.

Unofficial use of government information — Coordinators must be aware that personal use of
information resources is prohibited. EIV data is personal information covered by the Privacy Act
and penalties apply to the misuse of that data.

Information protection — Users must avoid leaving system output records or reports unattended
or unsecured. Coordinators should lock the computer or log-out of the system when leaving work
areas unattended. Users shall not violate Public Law 93-579, Privacy Act of 1974, which
requires confidentiality of personal data contained in government and contractor data files.
Coordinators should back up their data, test the data backups, and securely store the data in
accordance with HUD policy.
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Use of passwords — User passwords and User IDs are for your individual use only and are
confidential HUD information. Coordinators are required to change passwords every 30 days.

System privileges — Coordinators are given access to the system based on a need to perform
specific work. Users shall only access the information for which they are authorized.

Individual accountability — Coordinators shall be held accountable for their actions while
accessing the system. Be aware that all computer resources are monitored and audited.

Incident Response — Coordinators should contact their supervisor and the HUD Security
Officer immediately regarding any suspected violation or breach of system security.

PART Ill. USER AGREEMENT

I have read the above policy regarding system security awareness and practices when accessing
HUD’s information technology resources. I understand the policies and procedures as set forth
above, and I agree to comply with these requirements as a condition of being granted limited
access to the EIV system and its data.

As an authorized user of the EIV system, I understand the information obtained may only be used
for official HUD business. I understand that authorized HUD employees and contractors may
access, disclose, inspect and use these data only within the scope of their official duties. HUD
employees are held to the highest level of responsibility/accountability for the protection of HUD
data. HUD contractor firms will be expected to apply similar standards to their employees. Anyone
who abuses access privileges may be stripped of that and other access rights. Employees may be
subject to personnel discipline consistent with applicable personnel rules. Contractor firms that do
not assure that the Rules of Behavior are observed may be subject to remedies under the terms of
their contract. I also understand that willful disclosure or inspection or disclosure of EIV data can
result in civil and criminal penalties. The penalties are as follows:

e Unauthorized disclosure can result in a felony conviction and a fine of up to $5,000
and/or imprisonment up to five (5) years, as well as civil penalties.

e Unauthorized inspection of UIV data can result in a misdemeanor penalty of up to
$1,000 and/or one (1)-year imprisonment, as well as civil damages.

I understand that my user ID and password are to be used only by me. Under no circumstances will
I reveal or allow use of my password by another person. Nor will I use another person’s password
and user ID. I will protect EIV system data within my control, whether online, printed or stored in
media, from unauthorized access.
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I understand and agree to follow all HUD standards, policies and procedures.

EIV Coordinator’s Name EIV Coordinator’s Name Date
(Signature) (Print)

I authorize the above individual to represent me as a Coordinator with the scope as shown on the
preceding pages. I understand that I am responsible for modifying or revoking that right as needed
and that the right will expire within one year after it has been granted unless I recertify as to the
continued need for the right.

PHA Manager PHA Manager Date
(Signature) (Print)
Property Owner Property Owner Date
(Signature) (Print)
Authorized CA Official Authorized CA Official Date
(Signature) (Print)
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TO BE COMPLETED BY THE HUD EIV USER ADMINISTRATOR

I, as User Administrator, authorize the above person to have access to the EIV system, as indicated by my
signature below.

Signature Date

Location of User Administrator (check that which applies):

[ PIH EIV Helpdesk L] Multifamily EIV [ ] HQ User Administrator | [ ] FO User
Contact Number: Helpdesk Contact Number: Administrator (for PIH
Contact Number: only)

Contact Number:

ALL COORDINATOR ACCESS FORMS MUST BE PROPERLY MAINTAINED ON-SITE
AND MAY BE SUBJECT TO AUDIT AT ANYTIME.
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Enterprise Income Verification (EIV) System
User Access Authorization Form

94’\’ DE\JQ\‘ (Please Print or Type)

Date of Request:

PARTI. ACCESS AUTHORIZATION

* All required information must be provided in order to be granted EIV access authorization rights.

A. Authorized User Details

Name (last, first, and middle initial): WASS User ID (H-ID, C-ID, M-ID):
Position Title: Phone Number:
Email Address: Fax Number:

Type of work which involves use of upfront income verification (UIV) data that is contained in the EIV
system:

B. Access Level (Complete that which applies to you)

HUD Headquarters Organization Program Office: Address:
(e.g., PIH, Housing, CPD, REAC):

HUD FO Name: FO Code: Address:
HUB/Program Center Name: Correspondence Code: Address:
PHA Name: PHA Code: Address:
HUD Contractor Name/Firm: Contract Number: Address:
Company Name of Contract Address:

Administrator:

Company Name of Management Address:

Agent:




B. Access Level (Complete that which applies to you)

Name of Owner Multifamily Address:
Housing Property:

Office of Inspector General (OIG) Address:

C. Type of Action Requested (check that which applies). Access is granted for no more than one year before

recertification is required.

[ | Add/Recertify Access [ ] Terminate Access [ | Modify Access

D. User Access Role (check all that apply)

INTERNAL USERS

EXTERNAL USERS

[ | OIG Staff

[ 1 PHA Occupancy — Public Housing

[ | HUD Headquarters Staff

[ ] PHA Occupancy — Section 8 voucher

[ | HUD Headquarters Occupancy Specialist

[ ] PHA Security Administrator

[ ] HUB/Program Center Staff

[ ] Multifamily Housing Occupancy Specialist

[ ] Field Office Occupancy Specialist

[ ] Field Office User Administrator

[ | Field Office Security Administrator

E. Portfolio
Specify the project numbers and/or contract numbers to which access will be limited. Continue list on a separate sheet,
if necessary
Project Number Contract Number
1) 1)
2) 2)
3) 3)
4) 4)
5) 5)
6) 6)

PART Il. RULES OF BEHAVIOR

A. Introduction

The U.S. Department of Housing and Urban Development (HUD) is actively involved in
implementing and maintaining Departmental policies and procedures to keep its Systems secure
from unauthorized access and inappropriate use. In compliance with various security-related
Federal laws and regulations, HUD created these of Rules of Behavior for the EIV system. This
document was created to ensure that EIV system users comply with HUD security policies. In
addition, this document ensures that system accounts remain secure and are used in the

appropriate manner.

Revised July 2006
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HUD may grant limited system access to Users who have a need to utilize the HUD information
resources. These include: HUD employees, HUD contractors, public housing agencies (PHAs),
private owner and management agent (O/A) staff, and contract administrators (CAs). EIV
resources are for official use only. As a condition of receiving access, you are required to
understand and abide by the HUD and EIV system security policies and procedures. The
purpose of these policies and procedures is to safeguard HUD’s valuable information resources.

All EIV users must adhere to the Rules of Behavior outlined in this document. The rules clearly
delineate responsibilities of, and expectations for, all individuals with access to the EIV system.
Non-compliance with these rules will be disciplined through sanctions commensurate with the
level of infraction. This may include removal of system access for a specific period of time or
termination depending on the severity of the violation. See Section B for potential civil and
criminal penalties.

B. Responsibilities

HUD as the System Owner is responsible for ensuring that an adequate level of protection is
afforded to the EIV system through an appropriate implementation of technical, operational, and
managerial security controls.

EIV system Users are responsible for the protection of passwords, information, equipment,
systems, networks, and communication pathways to which they have access. All HUD computer
resources including hardware, software, programs, files, paper reports, and data are the sole
property of HUD.

C. Other Policies and Procedures

The Rules of Behavior do not replace existing HUD policies, rather they are intended to enhance
and further define the specific rules each user must follow while accessing the EIV system. The
rules are consistent with the policy and procedures described in the following security
documents:

HUD Security Program Policy. The policy, HUD Handbook 2400.25, Rev. 1 dated May 2005,
prescribes responsibilities, practices, and conditions that directly or indirectly promote security
in the development, operation, maintenance, and support of all HUD IT resources.

D. Application Rules

The Web Access Security System (WASS) user identification (User ID) and password issued to
you are to be used solely in connection with the performance of your responsibilities in support
of HUD’s mission and may not be used for personal or private gain. You agree to be responsible
for the confidentiality of the assigned information and accountable for all activity with your User
ID. Furthermore, you agree that you will not provide this confidential User ID/password to
another user during employment and upon leaving the employment of the Department.
Additional rules of the EIV system are as follows:

System Access (on-site only) — Users are required to use only approved HUD software,
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software settings, and comply with vendor software license agreements. Users are allowed to
access the system only using the mechanisms specified by HUD.

Unofficial use of government information — Users must be aware that personal use of
information resources is prohibited. EIV data is personal information covered by the Privacy Act
and penalties apply to the misuse of that data.

Information protection — Users must avoid leaving system output records or reports unattended
or unsecured. Users should lock the computer or log-out of the system when leaving work areas
unattended. Users shall not violate Public Law 93-579, Privacy Act of 1974, which requires
confidentiality of personal data contained in government and contractor data files. Users should
back up their data, test the data backups, and securely store the data in accordance with HUD
policy.

Use of passwords — User passwords and User IDs are for your individual use only and are
confidential HUD information. Users are required to change passwords every 30 days. Users
are encouraged to avoid creating passwords that can be easily associated with.

System privileges — Users are given access to the system based on a need to perform specific
work. Users shall only access the information for which they are authorized.

Individual accountability — Users shall be held accountable for their actions while accessing
the system. Be aware that all computer resources are monitored and audited.

Incident Response — Users should contact their supervisor and the HUD Security Officer
immediately regarding any suspected violation or breach of system security.

PART Ill. USER AGREEMENT

I have read the above policy regarding system security awareness and practices when accessing
HUD’s information technology resources. I understand the policies and procedures as set forth
above, and I agree to comply with these requirements as a condition of being granted limited
access to the EIV system and its data.

As an authorized user of the EIV system, I understand the information obtained may only be used
for official HUD business. I understand that authorized HUD employees and contractors may
access, disclose, inspect and use these data only within the scope of their official duties. HUD
employees are held to the highest level of responsibility/accountability for the protection of HUD
data. HUD contractor firms will be expected to apply similar standards to their employees. Anyone
who abuses access privileges may be stripped of that and other access rights. Employees may be
subject to personnel discipline consistent with applicable personnel rules. Contractor firms that do
not assure that the Rules of Behavior are observed may be subject to remedies under the terms of
their contract. I also understand that willful disclosure or inspection or disclosure of EIV data can
result in civil and criminal penalties. The penalties are as follows:

e Unauthorized disclosure can result in a felony conviction and a fine of up to $5,000 and/or
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imprisonment up to five (5) years, as well as civil penalties.

e Unauthorized inspection of UIV data can result in a misdemeanor penalty of up to $1,000
and/or one (1)-year imprisonment, as well as civil damages.

I understand that my user ID and password are to be used only by me. Under no circumstances will
I reveal or allow use of my password by another person. Nor will I use another person’s password
and user ID. I will protect EIV system data within my control, whether online, printed or stored in
media, from unauthorized access.

I understand and agree to follow all HUD standards, policies and procedures.

EIV System User’s Name EIV System User’s Name Date
(Signature) (Print)
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TO BE COMPLETED BY THE EIV COORDINATOR

I, as an EIV Coordinator, authorize the above person to have access to the EIV system, as indicated by my
signature below.

Access Level Title Name (print) Name (Signature) Date

HUD HQs
Organization:

FO Name:

HUB/Program
Center Name:

PHA Name:

Contract
Administrator:

Management
Agent:

Owner of
Multifamily
Housing Property:

ALL USER ACCESS FORMS MUST BE PROPERLY MAINTAINED ON-SITE AND MAY BE
SUBJECT TO AUDIT AT ANYTIME.
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